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Abstract

The ubiquitous sensor network consists of micro sensors with wireless communication capabilities. Compared to
wired communication, wireless communication is more subject to eavesdropping as well as data variation and
manipulation. Accordingly, there must be efforts to secure the information delivered over the sensor network.
Providing security to the sensor network, however, requires additional energy consumption, which is an important
issue since energy transformation is difficult to implement in a sensor network. This paper proposes a routing
mechanism based on the energy—efficient cluster that features security functions capable of safely processing the
data acquired from the sensor network. The proposed algorithm reduces energy consumption by fixing the
clusters formed at the initial stage and using the pre-distribution scheme so that the cluster and node keys
generated and exchanged at the initial stage are not re-generated or re-exchanged. Simulation experiments
confirmed that the proposed approach reduces energy consumption compared to implementing security measures
to the conventional cluster-based routing mechanism.
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1 A—B: OA
2) B—A: CB’ MA O(kAB7 CA| OB)
3) A—B: MAC(:ZCAB7 CA| CB)

Fig. 1. Counter change protocol
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//~=== setup state
1) CH -> *GN: ADV #d&

2) CM -> CH: Join-REQ &%
3) CH -> *CM. TDMA A&
//~=== frame state
1) CM -> CH: sense data %1%

2) CH -> BS: aggregation data #&

Fig. 3. LEACH Algorithm
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3.2. LEACHAIA B¢t 7] ug I

//==== setup state
LOoOP

1) CH—* :idg,, N, MAC(mk, idrh,lj\/;h)
2) CM—BS: Ny Ny (mk, id,,, ‘Mh,leq)zkm,
3) BS—CM: res, MAC(mk, qu
4) CM—CH:id,,,C, MAC(mk, N, lid,|C)
//~-Sharing key: Counter, ck, pk
5)  CH—-BS: Clnfo, C,, MA C(mk, C[nfoIC;)

6) BS—>GN: (C ck, pk),,, MACImk, (C,ck,pk),,)
7) CH—CM: TDMA,,. . MAC(mk, C| TDMA,,
//~=-— frame state

LOOP

lres)

8  CM—CH: Dy, 5 MAC(mk, C| D, )

9) CH—BS: Dy, o MAC(mk, C| Dy, )
END LOOP

END LOOP

Fig. 4. LEACH protocol apply security method
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//===— Initial setup state ——————————

1) CH—*:id,, N, MAC(mk,id,|N,,)
2) CU-BS: N, id,, N, (mh.id, | N,IN,,,),
3) BS—>CM: res, MAC(mk, N, |res)

req
4) CM—CH: id,,, C, MAC(mk, N, lid,,| O)
//~-Sharing Key: Counter, ck, pk

5)  CH-BS: Clnfo, C,, MA Clmk, C[nfolC;)
6) BS—>GN: (C, ck, pk),,, MAC(mk, (Cick,pk),,)
7) CH—CM: TD[LM( AMC‘(mk C| TD]L[A (ks )
LOOP
//~——= frame state ————-————-

Repeat
8 CM—CH: Dy, , MAC(mk, C’\Dpk J )
9) CH—BS': D, s MAC(mk, C|D(,;k,n))

Until slot _cnt;
//—=—— re-setup state
10) CH—CM:

TDMA,, ., MAC(mk, C| TDMA,,, )
END LOOP

Fig. 5. Proposed protocol
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Fig. 6. Simulation of proposed method
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4.1. LEACHY A 3 Ak 9 oA ama v
LEACH® Aol Hets A&% w20 LEACH-sec
B A} FeaHY Ao mete AEd W
¢l RRCH-sec® 2 #9] oA ARFS Hluste] B
gtk WA MES A $9 <E DI (IENE A
ERCh=
Table 1. Number of node still alive per round
x 1. 2l2EdY HEf3 &Y
round LEACH-sec RRCH-sec
20 100 100
40 100 100
60 100 100
80 100 100
100 98 100
120 95 100
140 86 100
160 60 99
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------ LEACH-sec

RRCH-sec

Eneray(l)
2

0 20 40 BD 8D 100 120 140 16D 180 200 220 240 260 280

Round

Fig. 7. Number of node still alive per round
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A gy F WEE TP EE As g™ &
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Zojtt, "ol A otWHE %7]o] 7] wFo] HF
dojym g ge=g ukEstty 4 FAA oY
A AR7VE F7hekA et
<HE 2>%5 7 wAdEE AAdUA 2REs 39
& ot (17 ) HS Hed F¢E TF
LEACH®2 ¥} RRCHYAS E&3 Aolgt. LEACH
WAl EHebs A8 ARy RRCHHMoﬂ HOFS
A3 Aol ouix Ameke] Wyt LS F91E
T A
Table 2. Total energy consume per round
E 2 22EY MAo X A2
Reduction(%
Round | LEACH-SEC | RRCH-sec |_eduction(®)
vs LEACH
10 0.1230 0,0920 28 7
20 0.2477 01737 29.9
30 0.3626 02579 28 9
40 0.4832 0.3449 28.6
B0 0.6068 0, 4268 295
60 07247 06146 290
70 0.8439 0.b964 29.3
20 0.9698 0.6821 297
90 1.0919 0,7702 235
100 12025 0,.38493 294
Average 292
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------ LEACH-SEC ———RRCH-sec
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Fig. 8. Total energy consume per round
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